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Introduction

NorduGrid delivers m ddl eware (medi ator software to
serve as a |l ayer between user and avail able resources)
call ed Advanced Resource Connector with purpose to
manage conputational jobs in distributed environnent.

Currently ARC runs on various Linux and few other UNI X-
| i ke distributions. Sorry, Mcrosoft Wndows platform
| S not support ed.

e This part of tutorial consists of
e Description of parts which nmake ARC
e Expl anation of job flow
e Next part will show how to use ARC i n exanpl es.

Conmpl ete technical description and user manual s can be
found at http://www. nordugrid. org/ papers. htm

ARC is nmostly built on top of G obus Tool kit™
Desri ption of G obus Tool kit can be found at
http://ww. gl obus. org
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o Security

Security infrastructure is inherited from Gl obus Tool kit and

| s based on Public Key Infrastructure (Asymetric

Crypt ography).

s Each participant posses 2 digital key: public and private.
esPrivate key is kept secure, preferably encrypted by password
mPublic key is freely accessible and can be used to

decrypt/check data encrypted/signed with private key.

s Public keys are signed by higher |evel participants up to
Certificate Authorities, hence validity of each public key
can be test using chain of signers. Public keys of
Certificate authorities are supposed to be delivered to all
participants in some trusted way and are last in chain.

s Gl obus i ntroduced medi ating pair of keys called proxy in
order not to enter password for every comruni cation. Proxy has
limted lifetine, is stored in file systemand is protected by

file system perm ssions.
@ Procedure of creating proxy is often referred as "l oggi ng
into Grid".

$ grid-proxy-init

Your identity: /O=Grid/O=NorduGrid/OU=uio.no/CN=Aleksandr Konstantinov

Creating proxXy ..ooooevii i Done
Your proxy is valid until: Mon Nov 15 00:33:53 2004
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S Authorisation
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I n distributed environnent sites have different
policies. Instead of asking every site for account
Virtual Organisations were introduced.

e Each VO groups users which have something in conmon.

s VOs communicate with resource owners to have access
for all menmbers. There are solutions to run

sophi sticated VO structure with different roles, but
they are not w dely deployed yet. Hence, so far plain
| i sts of menbers.

e NorduGrid Guests VO is probably good start for
trying Grid. Contact nordugrid-support @ordugrid.org
for member shi p.

e Once You are nenber of VO, You will have an access to
SONMe resources.
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@ Conputing resource
e Usually cluster of PCs.
= Runs service responsible for job

managenment called "Grid Manager". __I'Computing
e Controlled through Gri dFTP resource
| nterface.
o Provi de stage-in and stage-out
of dat a.
o Communi cates with cl uster
sof t war e.
Frontend Computing nodes

Submission, Control

—l

Stage-out

Stage-in

———

Cache ' Job
of input session

data directory
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Cl assic Storage El enent

Gri dFTP server.

s GidFTP is an extension for FTP protocol with
enphasi ze on security and fast transfer of big data
chunks.

@ Additional features to enhance data access control.

FI exi bl e set of backends/ pl ugi ns.

"Smart" Storage El enment

More standard protocols: HTTPS/ G SOAP.
FI exi bl e access control i ntegrated.

Data transfer w thout client's control with data
I ntegrity check.
| nt egrated support for data replication.

Direct interface to Data | ndexing
Servi ces.

| nterface to Gl obal Grid Forum standard
SRM v2 is currently being devel oped.

' StoraJe
Element
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Data Infexing Services - RLS and RC

I n distributed environnment additional service iIs
needed to track and |ocate nultiple instances of data
- Data | ndexing Service.

e Replica Catal og
e Obsol ete devel opment of G obus Alliance.
e Still used for conpatibility.

@ Replica Location Service
e | ntegrated security
e Distributed (hence scaling) architecture

e Still not very flexible and requires suppl enent al
services to provide full required functionality

New fl exi ble Indexing Service is currently under
consi derati on.

Data
Index
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T Information System - MDS2
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rmation - __| Infarmation Service
ices . — — E

e | nformation System

e Met acomputing Directory Service v2 devel oped by d obus
Al liance is LDAP dynam c dat abase

m Collects infornati on about avail abl e resources and
passes it to clients.

e | nformation providers run on each resource.
e | nformation indices are used to register resources

NorduGi d devel oped own i nformation providers and

| nformati on scherm=s taragst=d at conputer clusters
e Structure of Inf lices forma redundant net.
e | nformati on Syst mry source about all "grid

j obs" being proc
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Information System - Grid Monitor

Grid Monitor..., . ~.i 4 Monitor

Wil et ]

* [ s\eb Interface to

W .'""-

_ i s | nformati on system
L § = Virtual Organi zation dat abases
e = etc.

o | mpl enments very rich interface
e Gl ves both statistical and detailed view
e Have search capabilities

s Provides full overview of a current state of whol e
system
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Information System - Logger

o Logging Service (Logger)
e Conpl enents MDS wth static infornmation about jobs
execut ed
e Still experinmental and hence m ni mal i st
@ Stores only nost essential information

e | npl enented with central database. But uses del ayed and
retried delivery of nmessages, hence quite robust.

e Wb I nterface to Logger
e Also still experinental
e Provides statistical information

e Can be tuned to generate statistics specific to
experi ment

@ Currently has interface for heaviest user of NorduGid

HC ATLAS experi nent
Loggm ervice

:and Weﬁllnterface
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Due to distributed nature of conputing resources user
can't expect homogeneity through all conputing
resources. Few approaches can be taken to overconme this
probl em

e Provide virtual |ayer over operating systemwth unified
APl . D sadvantage: Every user's application nmust be
rewitten. No way to run | egacy applications.

e Run virtual machine for every job. This also gives
benefit of very high security. Disadvantage: very heavy
solution, especially if architectures do not natch.

@ Publ i sh nbost essential attributes of environnent
avai |l abl e on conputing resource. D sadvantage: job can't
use all resources, full set of attri butes never exists.

ARC uses | ast approach. Additionally to |let users avoid
upl oadi ng bi g software packages Runtine Environnents are
| ntroduced. Each RE defines a set of preinstalled
software and a way for application to find it (nostly
t hrough environnent vari abl es).
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User Interface

Ony Soianoa for Hide soas
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Command Li ne User | nterface

e Set of commands which allow to submt job, control it's
execution, obtain results, transfer data.
s Personal Resource Broker is included in User Interface.

It's task is to query information avail abl e through
defined i nterfaces and to choose nost suitable resources

for job execution.

e So far

limted to *NI X systens. Attenpts to

port it to Wndows platformso far
unsuccessful . I
e # N
s Graphical User interface T ik
= Currently few inplenmentations | e, didsinn nD
bei ng devel oped. But none e T e
reached usability |[evel yet. A s e
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7w Job Description - xRSL

....... AR R A RO

Resource Specification Language was introduced by Gl obus
Al It ance to describe resources required by job.

It's mai n advant ages i ncl ude:

s Sinple but still allows basic |ogical expressions (including
condi ti ons)

m Set of attributes is expandable. So ARC added few attri butes
specific to I nplenentation.

Most i nportant attributes are:

m executable=path - nmain executable of job situated either on
user machi ne, executing machine or on Storage El enent.

argunents=(argl arg2 ...) - argunents passed to executable
o inputfiles=(file location ...) - files used by job wth
t heir sources
m outputfiles=(file location ...) - files produced by job and there

to put them
@ architecture=arch - architecture of required nachi ne
@ runti nmeenvi ronnent =nane - software package needed

2004- 11- 17 www.nordugrid.org 14




NORDUGRID

o Job Flow - Looking for resources
_,G—rld Monltorw,:_ rmation = - FrmationSewice

ices « —

sFrn

Computing
resource

5
I
|

AT

.....

i
i
II!III1111II

e User runs User Interface command ngsub
and Personal Resource Broker is

I nitiated.

@ Broker is |looking for all avail able
resources and chooses one which fits

requi renents also trying to mnimse cost of

o ' Storage
Logging-Service Element
:and Welfinterface Data _
| Index - = g
= Iy
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) Job Flow - Initiating job

:G_rid Monitor,_,:-rE rmation - - rmation Service

~o T i «— ===

== ces = F = %
~ Computing
- ) resource

s Suitable resources are chosen

e User Interface tries to contact

| nstances of Gid Manager on chosen
clusters to push job description and
Il nput files available fromuser's

machi ne.
'StoraJe
__l:o‘g'g'i'r'\ﬁ “Service Element
?nd We |Ir|terface Data -
] Index -
; A - & & | B | b
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o Job Flow - Preprocessing job

mG_nd Monltorw o rmation - rmation Service

TE lces < HFF

- gLy Computing
= resource

|
é.
E'

e Oid Manager downl oads input files
fromexternal Storage El enents using
cached data if possible

User Interface

' StoraJe
Element

Logging-Service

fnd Weﬁ Interface Data -
- !“ || Index -~
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Job Flow - Executing job

—
—
—
—

Computing
resource

@ Job is passed to LRMS and is processed by
one or few cluster's conputing nodes

User Interface

ervice

iterface

and Weﬁllr
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o Job Flow - Postprocessing job
erd Monltorw rmation o rmation Service
e e Lol [E==
- S Computing
%__, : resource

o Job results are bei ng delivered
to specified | ocations. Sone
anount of output data can be
tenporarily stored at cluste

User Interface Hmf©n

alpout job

' StoraJe
Element

Logging-Service

s
:%nd Weﬁllnterface Data A/E?@
Index ~

i A &
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“Grid Monitorhr”f- rmation - = Infdrmation Service

s el ' — — E ==
i — i ices - F = ’:
e o AN

< fE z Computing

o T fﬁ o resource

e User runs ngstat command and
di scovers job has finished

@ Then he runs ngget to retrieve results
tenporarily stored at cluster

o Result delivered to SEsS can be
etrieved using ngcopy command.

' StoraJe

/ —
'.I:O“Q'g"i'nﬁ Service BEEE: ] Element
?nd We |Ir|terface |Dgta - | =—
-~ ndex —~
- —
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@ User has results of job on his/her conputer.

User Interface

' StoraJe
Element

Logging-Service

fnd Weﬁ Interface Data -
- !“ || Index -~
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